
Card Transactions - 1 -                  © Copyright PROFiT 
 
   www.profit.uk.com 
 

PROFiT founder members:  ABTA Ltd, BA Plc, The CAA, Co-operative Travel, Global Travel Group, Hays Travel 
Ltd, Teletext Ltd, Travel Trust Association                                                               June 2013  

 

PROFiT  
Prevention of Fraud in Travel  

INDUSTRY BRIEFING NOTE no. 5 
___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________ 

 

CARD TRANSACTIONS  
 

BACKGROUND 
The advance of technology has made it possible to dispense with cash and to transact 
remotely through a payment card and this method of transacting has become increasingly 
widespread especially with the move to online and mobile purchases of goods and services.   
 
This industry briefing note identifies a number of practical steps that organisations taking 
payment cards should adopt to avoid problems such as ‘charge backs’. 
 
When all of the correct processes are in place a payment card is a safe, secure, and 
convenient substitute for a cash transaction.   
 
HOW DO PAYMENT CARDS WORK? 
 
When a payment card is swiped or keyed a transaction for the payment is generated. 
 
Upon approval of the sale, a receipt is given to the customer.  For swiped, face-to-face, 
transactions the customer usually enters their PIN number into a secure encrypted pad, or in a 
limited number of cases signs a copy of the receipt.  In the case of contactless payment pads 
there is no validation after the card is swiped.  Call centre transactions require the seller to 
enter the card details into their payment terminal.  Online transactions require the customer to 
enter their card details and security code into a template which acts as a substitute for a 
payment terminal.  The transaction takes place once the seller’s equipment connects to the 
payment network and usually only takes 3-4 seconds. 
 
However the payment is initiated the sales information travels from the processing equipment 
across the secure payment network to where the seller’s ‘merchant account’ is located and an 
authorisation request is created and sent to the customer's bank where the card was issued.  
The customer's bank receives the request.  If the customer used Chip and PIN then the 
transaction is already authorised but if Chip and PIN is not used the customer’s bank performs 
a series of tests to make sure there is enough credit available to cover the sales amount. 
 
The authorisation request is either approved, if there are sufficient funds, or declined.  A 
response is sent back to the merchant account, where the transaction is added to a payment 
batch and then sent back to the originating seller’s processing equipment. If the authorisation 
request is approved, the customer’s bank secures funds for the payment. 
 
All transactions go through a settlement process.  This process is initiated by the seller closing 
their open payment batches which are normally processed at the close of business each day.  
During the settlement process the funds are moved from the customer’s bank into the seller’s 
‘merchant account’, and then deposited into the seller’s business bank account.  Depending 
upon the contract the seller has with the card acquirer it can take varying amounts of time to 
settle a payment batch but typically it takes several days.  Generally debit card funds are 
transferred quicker than credit card funds due to the different networks and processes involved. 
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HOW ARE THE CARD TRANSACTIONS REGULATED? 
 
The Payment Services Regulations 2009 came into force on 1 November 2009 and HM 
Treasury appointed the Financial Services Authority (FSA) to monitor and enforce them.  The 
FSA has since become the Financial Conduct Authority (FCA). 
 
HOW TO AVOID PROBLEMS WITH CARD PAYMENTS 
 
A wide range of tools are available to combat card fraud. Not all of these tools will be relevant 
to every business and not every business will find some of the measures cost effective. Many, 
however, are little more than common sense and can be implemented with a relatively modest 
investment of cash and, more particularly, staff training. 
 
01 Creating a Risk Matrix of fraudulent transaction s 
 
Only certain types of transaction attract a high degree of risk.  Every organisation should 
review card payments where a fraud has occurred and identify the common factors which form 
a ‘risk matrix’.  This information should be used to draw up a risk profile for high risk 
transactions. An organisation may decide to carry out checks on transactions identified using 
the risk matrix parameters before accepting or declining the transaction.   
 
This is probably the simplest thing an organisation can undertake and if carried out properly it 
is very effective at reducing the risk of fraud.  Because fraudsters do not want great effort in 
pursuing their aims they tend to use some data repeatedly.  The data that reoccurs could be a 
name, an IP address, postal address, email address or mobile phone number.  Whatever the 
data, when looking at occurred frauds some patterns will be identifiable and these should be 
brought together to form the ‘risk matrix’.  On their own each element that occurs when a 
transaction takes place is suggestive of suspicious behaviour that may warrant investigation; 
but when multiples of these commonly used factors occur in a transaction then it gives an 
increasing degree of confidence that the transaction is fraudulent. 
 
The factors that a company should look at to build their risk matrix include: 

• Cardholders name, 
• The Bank Identification Number, 
• The postal address, 
• The delivery address (if applicable), 
• The domain used, 
• The Internet protocol (IP) address used, and 
• The phone number used. 

Specific industries may have additional factors that reoccur in fraudulent transactions and can 
be used in the matrix such as passenger names, or the destination, or departure point for the 
travel industry. 
 
The more information used to build the matrix the more persuasive the matrix will be in 
indicating a fraud.  FI Networks specialises in working with the City of London Police, National  
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Fraud Intelligence Bureau (NFIB) to conduct industry case studies in order to identify this type 
of information and help industry sectors to become more resilient. 
 
As an example of how this can work:  Internet technology enables additional information to be 
recorded which can be analysed at a later date.  
 
Most computers reveal an Internet Protocol (IP) address, which provides information on where 
the transaction was made. Although this information cannot be relied upon to determine the 
individual’s exact location, it can assist in the post-transaction analysis. If a single IP address 
shows differing cardholder details it could possibly show a risk of fraudulent activity.  
 
Merchants should be aware that some Internet Service Providers (ISPs) allocate dynamic IP 
addresses, so the information is not necessarily accurate. If transaction data is available in an 
electronic form, it can be analysed in an application such as MS Access or MS Excel to help 
identify fraudulent patterns. This allows merchants to understand the potential risks. This may 
include identifying addresses where fraud is continually being perpetrated, or perhaps the type 
of goods that are being obtained.  
 
0.2 High Risk Transactions 
 
02.1 Identification of customers 
 
There has been a large increase in levels of account takeover/identity fraud. As well as the use 
of fraudulently obtained card details, criminals will use fictitious identity documents in order to 
obtain goods and services. Identifying such documents is the key to fighting fraud. For further 
assistance on the identification of fictitious identity documents visit:  
 http://prado.consilium.europa.eu/en/homeIndex.html. 
 
Unless the customer is already well known to the organisation, where it is practical to do so, try 
to engage the customer in discussion or correspondence. This may alert you to any suspicious 
activity. 
 
Be particularly wary of a customer who: 

• Uses a payment card that does not match the person making the purchase, 
• Shows no regard for the cost of expensive goods or services being requested, 
• Demands next day delivery and shows no regard for any additional costs involved, 
• Makes a telephone call on the day of delivery asking what time tickets or travel 

documents are due to be delivered, as it may be a fraudster trying to intercept them, 
• Alters the delivery address at short notice. 

 
Fraudsters will try to use a number of methods to arrange delivery to addresses that are not the 
genuine cardholders’. This could be by way of redirects, mail interception, or collusion with 
landlords or estate agents. Secure delivery is perhaps the most effective way to prevent such 
fraud.  
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Merchants will help to reduce fraud if they: 

• Insist that high value items are only delivered to the cardholder’s permanent address; if 
these are to be sent to a different address, merchants should be cautious and obtain 
detailed proof of delivery. 

• Avoid sending high value items such as travel documents to hotels or guest houses; the 
incidence of fraud involving delivery to such places is extremely high, 

• Only send high value items by registered or recorded post or by a reputable security 
courier, and insist on a signed and dated delivery note. 

 
Couriers should be instructed to: 

• Return with the valuable items and travel documents if they are unable to deliver to the 
agreed address, 

• Always deliver travel documents to the specified addressee and be wary of people 
lingering suspiciously outside the property, 

• Not deliver papers such as travel documents to a vacant property. 
    
Where suspicions are aroused, it is always a useful practice to ask customers a series of 
questions to verify their personal details. If they have an existing account with your 
organisation, ask questions about a previous transaction. Dynamic questioning is a useful 
approach – using a random set of questions about the details already held on that customer. 
 
Other checks to help reduce the risk of fraud and incurring a chargeback include: 

• checking details of new business customers in a local business directory or register 
• obtaining a phone number for the customer’s address through directory enquiries and 

contacting the customer to confirm the order 
• using the 1471 call-back facility – be wary if the phone number has been withheld 
• using a caller display service to ascertain which telephone number a customer is calling 

from 
• checking order records to see if there are a large number of transactions over a short 

period of time from a company or person with whom previous business has not been 
conducted 

• checking if the delivery address has been used previously with different card details 
 
With Cardholder Not Present (CNP) transactions, if suspicions are aroused a number of other 
questions can be asked such as mother’s maiden name (even if the answer is not known) to 
see if the customer answers without undue hesitation. 
 
02.2 Maintaining records of fraud 
 
Maintaining records of fraudulent accounts can be an effective measure to prevent further 
fraud. As well as repeat attacks from the same offenders (they will always revisit perceived 
easy targets) the type of offence they commit could be repeated by other fraudsters, so 
learning from these attacks is vital. If you are able to, load these details into a predictive system 
it can help to identify suspicious activity.  
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Alternatively, in smaller businesses, display information on known fraudulent purchases in a 
prominent place so that all staff are made aware. If such internal hot-lists are maintained, 
ensure that all transactions are checked against them. If large amounts of fraud occur, post-
analysis should be considered. It will allow you to understand where your business is most at 
risk and how fraud can be prevented in the future. If this analysis is undertaken before the 
travel date, there is a possibility that early intervention could prevent travel taking place. 
 
02.3 Monitoring accounts 
 
Monitoring the trends of customer registration can be effective in establishing where there are 
elements of organised criminal activity taking place. Monitor details such as repeated use of 
delivery addresses and card numbers. If the internet is used, look at the Internet Protocol (IP) 
address and check if there is repeated use for a number of different and apparently 
unconnected transactions. 
 
02.4 First party disputed transactions 
 
Sometimes customers will dispute transactions where they have been a participant but choose 
to refute any connection. Review existing customer records to identify if the individual has 
made purchases with your business before. Have they made a similar purchase without 
dispute in the past? Challenging a customer should be conducted in a manner that is non-
accusatory and seeks to establish the facts. 
 
02.5 Staff training 
 
Training staff on the risks of card fraud is a key tool to preventing future losses. Empower them 
to make intuitive decisions. Insist that questions are asked and that the overall risks involved 
with such transactions are known and understood. Ensure that regular training updates are 
given to all staff especially newcomers. 
 
02.6 Risks to smaller organisations 
 
Small organisations can be subject to the highest risk; high value items such as airline tickets 
have the same value regardless of which operator sells them. Fraudsters are likely to target 
small merchants in the hope that they will not be as diligent in their verification procedures. 
Treat each sale with the same approach and obtain confirmation that the cardholder is 
genuine. 
 
02.7 Out of hours 
 
When automated systems are used, fraud can often occur out of core business hours. 
Fraudsters will often target call-centres late in the evening or at weekends when staffing levels 
are lower and supervision or management is often insufficient to allow intervention in 
suspicious transactions. 
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Analysing out-of-hours activity before despatching high value items such as travel 
documents/tickets often proves useful. If at all possible, arrange for I.D. or a credit card to be 
presented when tickets are to be collected. 
 
Setting credit or transaction limits for out of hours transactions will mitigate the effect of this 
type of fraud. 
 
03 Face to Face Transactions  
 
Since the introduction of Chip and PIN, the opportunity to commit card fraud in a face to face 
environment has reduced considerably, especially in the UK.   
 
That said it is still vital that staff are trained to spot suspicious transactions at the point of sale. 
Some indicators of fraudulent activity are listed below. Whilst each may have a perfectly 
innocent motive, the presence of more than one of these may indicate the need for further 
checks. 

• Customers avoiding eye contact, sweating or behaving in an aggressive manner, 
• Attempts to distract sales staff during the transaction, 
• Customers showing no regard for cost, 
• Apparent difficulty remembering PIN numbers, 
• Use of a ‘friends’ card, 
• Apparent ‘miss-match’ between booking and customer (i.e. first class flights being 

booked in suspicious circumstances), 
• Bookings for long haul destinations with same or next day departures (especially if one 

way), 
• Attempts to use more than one card, especially where one has been declined, 
• Requests to split one transaction over more than one card, 

 
Cards should also be examined to see if any of the following are present 

• Damaged signature panels 
• Blurred printing in the card background 
• Card numbers on the front and back of the card not matching 
• Miss-match between gender shown on card (not always available) and customer 
• Miss-match between ‘member since’ date shown on card (not always available) and 

customer. A 20 year old customer, for example, cannot have been a ‘member since’ 
1960! 

• Genuine credit cards will fluoresce under a UV lamp (available cheaply off of the 
internet) in much the same way as banknotes. If suspicions are aroused check that the 
card presented does so. 

 
04 Code 10 Calls 
 
If a merchant is suspicious about a transaction and wishes to call the authorisation centre, they 
can alert the operator to their suspicions by telling him/her that he is making a ‘Code 10’ call.  
 



Card Transactions - 7 -                  © Copyright PROFiT 
 
   www.profit.uk.com 
 

PROFiT founder members:  ABTA Ltd, BA Plc, The CAA, Co-operative Travel, Global Travel Group, Hays Travel 
Ltd, Teletext Ltd, Travel Trust Association                                                               June 2013  

 

PROFiT  
Prevention of Fraud in Travel 
INDUSTRY BRIEFING NOTE 

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________ 
 
The operator will also assume that the merchant is unable to speak freely because, for 
example, the customer is standing next to them. 
 
The call may take a little longer than ordinary authorisation conversations as the merchant will 
be automatically referred to the fraud prevention department of the issuing bank. Because of  
 
the assumed proximity of the card holder, the questions the merchant will be asked will all 
require a simple ‘yes’ or ‘no’ answer. 
 
Code 10 calls should not be made unless there is a genuine suspicion or concern about the 
transaction, the card or the cardholder.  There are multiple reasons to make a Code 10 
authorisation request, including: 

• After the card is swiped, the point-of-sale (POS) terminal displays a “Lost or Stolen 
Card,” “Pick Up Card” or a similar kind of message. 

• During the inspection of the card the merchant discovers that its security features have 
been altered or tampered with in some way. 

• The signature on the transaction receipt does not match the one on the back of the 
card. 

• The customer behaves in a suspicious or unusual manner. You should be careful with 
jumping to conclusions on this count, as there may be a perfectly legitimate explanation 
for your customer’s behavior. 

 
When making a Code 10 call, make sure that you have your merchant account number and the 
credit card being used readily to hand. 
 
The authorisation centre will often wish to speak directly to the cardholder. If this happens 
make sure that you speak to the centre yourself before completing the transaction rather than 
letting the customer tell what has been said. 
 
There are occasions when the authorisation centre will request you to retain and/or destroy the 
card being offered or even to delay the transaction whilst the police are called. You should 
ALWAYS follow your own businesses policy in these cases and NEVER put yourself or anyone 
else at risk. 
 
If you are unable to make a Code 10 call at the time of the transaction because you feel 
threatened or concerned about safety, make the call as soon as practicable after the 
transaction or when the cardholder has left your premises. This will alert the authorisation 
centre and may prevent further frauds on that card. 
 
As with all other authorisation calls, a Code 10 call DOES NOT GUARANTEE PAYMENT. 
 
05 PCI-DSS 
 
The plastic card industry has adopted a standard for the handling, processing and storage of 
credit card transactions which is known as Payment Clearance Industry – Data Storage 
Standard (PCI-DSS).  Everyone that takes payment by payment card is obliged to adhere to 
this standard which has been introduced to reduce the risk of fraud occurring. 
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The PCI council oversees the standard and authorisation of key organisations within the 
system.  If you are taking payments face to face or remotely then you must comply with PCI. 
 
To check your organisations compliance please see the PCI Council’s website: 
www.pcisecuritystandards.org.  
 
PCI applies to all cardholder data which is any personally identifiable data associated with a 
cardholder. This could be an account number, expiration date, name, address, social security 
number, etc. All personally identifiable information associated with the cardholder that is stored, 
processed, or transmitted is also considered cardholder data. 
 
Some key factors required by PCI-DSS include: 

• Make sure staff do not note down, or record card numbers, 
• Do not store cardholder data unless your systems fully meet the storage, processing 

and handling criteria for PCI,  
• Only transmit card details in encrypted form, 
• If you record calls implement systems to remove or mask the card details when spoken, 
• Carry out the self-assessment at the intervals required by PCI, 
• Carry out security scans at the intervals required by PCI, and 
• Follow the PCI rules and any laws for reporting if your system is compromised.  

 
06 Chargebacks 
 
06.01 Can I dispute a chargeback? 
The short answer is ‘yes’. Card issuers will investigate claims from cardholders that a 
transaction is not genuine and merchants are entitled to dispute such claims but should be 
prepared to support this with documentary evidence. The onus of proof is on the merchant and 
the final decision will rest with the card issuer. 
 
06.02 Chargebacks & Cardholder Not Present (CNP) tr ansactions 
When credit cards were originally introduced, it was never the intention that they were to be 
used in a CNP environment. Because of this, and because it is inherently more difficult to carry 
out point of sale security checks all CNP transactions are carried out at the merchants risk.  
The exception to this is transactions covered by the 3D secure systems (see 07.02). 
 
06.03 Debit Cards 
Consumers who pay for goods and/or services are protected under the s75 of the Consumer 
Credit Act if those goods and/or services are not supplied or are faulty. The Act gives them the 
right (subject to certain conditions) to reclaim the cost of goods and/or services from their card 
issuer. This, in turn, gives rise to the chargeback to the merchant. 
 
It is not commonly known that, under VISA regulations (though not the Consumer Credit Act), 
the same rights apply to VISA debit cards where the cardholder has bought goods and/or 
services ‘that will not be delivered, for example where a merchant ceases trading, or if the 
goods are not supplied as specified’. The same right does not exist for Mastercard debit cards 
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07 Fraud Prevention Tools   
 
07.01 Address Verification and use of the Card Secu rity Code  
 
The UK banking industry introduced the Address Verification Service (‘AVS)’ and Card Security 
Code (‘CSC’) in 2001 to help merchants prevent CNP fraud. AVS and CSC are available to 
merchants who use the automated electronic authorisation process  
 
AVS is available for all UK-issued MasterCard, Visa, Maestro and American Express cards. 
Whilst a fraudster with a lost or stolen card may be able to supply a CSC, it is less likely that 
they will be able to provide the genuine cardholder’s address. The decision to proceed with a 
transaction is at the merchant’s discretion. 
 
AVS checks the numbers in the cardholder’s statement address with that held by the card 
issuer and gives CNP merchants assurance that the customer has provided the correct card 
billing address. 
 
The CSC is a three-digit code on the back of Visa, MasterCard and Maestro cards and appears 
as a four-digit code on the front of American Express cards. The CSC provides CNP merchants 
with some assurance that the card number provided is a genuine one. AVS/CSC details are  
 
captured electronically by the merchant point-of-sale (POS) system and compared with the 
details held by the card issuer. CSC can be checked against all cards issued within the EU. 
 
Unlike a PIN or signature, neither AVS nor CSC is a full confirmation of the cardholder’s 
identity. However, when used together they allow merchants to decide whether to proceed with 
a transaction, so giving a cost-effective fraud prevention tool. Using AVS/CSC to check the 
cardholder’s statement address and card security details is helping many merchants reduce 
their CNP fraud and chargebacks.  
 
Fraudsters may make a number of attempts to guess the CSC. The likelihood of a fraudster 
guessing correctly is extremely low. However, if automated systems are used, limit the number 
of times a user can input a CSC. “Three strikes and you’re out” is an effective practical policy to 
consider. 
 
Storage of customers’ CSC data is strictly prohibited under card scheme rules to prevent 
misuse. This applies to all CNP merchants capturing the CSC electronically, through a voice 
recognition system or manually. Specific rules for CNP mail order merchants should be 
obtained from acquirers. Merchants who retain copies of card details or faxes where the CSC 
may be visible, should blank this information out before storing. Card scheme rules state that 
merchants undertaking subsequent transactions must not re-use CSC data 
 
AVS/CSC provides an effective fraud prevention tool, but should be used in conjunction with 
other tools for maximum effect. For internet merchants, the banking industry provides 3D 
secure Verified by Visa and MasterCard SecureCode, which can give both a confirmation of 
the cardholder’s identity and protection from chargebacks for certain transactions. 
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Commercial solutions are also available to help to identify high-risk transactions before an 
order is processed. Your acquiring bank can discuss the correct combination of these tools for 
your business. 
 
AVS/CSC is not a full identification of the cardholder, but it does present a significant barrier to 
the most common CNP frauds. The CSC prevents attacks using the large scale generation of 
card numbers. It is also effective against more opportunistic attacks where the fraudster has 
obtained card number details but does not have the actual card in his possession. Because 
AVS provides better information relating to the cardholders billing address, merchants can be 
alerted to situations where a different or incorrect delivery address is provided. Merchants can 
help themselves to minimise fraud by not delivering to any addresses which have not been 
checked by AVS. Merchants implementing AVS/CSC have seen reductions in fraud losses of 
up to 70%. 
 
07.02 3D Secure (“MasterCard SecureCode and Verifie d by Visa”) 
 
Online Authentication services are e-commerce solutions that make cardholders safer from the 
threat of fraud when they use their cards to shop over the internet.  
Visa and MasterCard both offer internet authentication solutions, known as Verified by Visa 
and MasterCard SecureCode. These are international services, and issuers and merchants all 
over the world are already part of the scheme. 
 
MasterCard SecureCode and Verified by Visa are authentication services that have been 
developed by the card schemes to provide a more secure approach to credit and debit card 
transactions over the internet. Cardholders register for the services and choose a private 
password for use when shopping online at a participating merchant.  
 
Use of these authentication services by a merchant shifts the liability from the merchant to the 
card issuer in the event of a chargeback, under the following conditions: 

• Merchant and acquirer have installed the services, but the cardholder is not registered 
for the service. 

• Merchant and cardholder have both registered for the service. 
• Merchant and acquirer have installed the services but the issuer is not enabled to 

operate the service. 
• All Verified by Visa transactions globally where the cardholder disputes participation. 
• All MasterCard SecureCode transactions globally where the cardholder disputes 

participation. 
 
To accept Maestro cards over the internet a merchant is required to support MasterCard 
SecureCode. This will provide protection and support to cards issued both in the UK and 
globally. As both of the MasterCard and Visa services are based on the 3D Secure protocol, 
the installation of either service, together with a merchant plug-in, can support both of the card 
schemes. These services provide customers, merchants and banks with greater security for 
card payments on the internet.  You can register for these services with your merchant acquirer 
or Payment Service Provider. For more information contact your acquiring bank. 
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08 Third Party Solutions  
 
Merchants should be aware that, as well as the best practices and industry solutions 
recommended, there are a number of suppliers in the market offering solutions designed to 
assist in combating fraud. Your merchant acquirer may be able to provide further details of 
these and other systems. You should always check which solution is appropriate for your own 
needs. 
 
08.01 Industry Hot Card File ('IHCF') 
The Industry Hot Card File is a computerised list of reported lost and stolen cards available to 
merchants to assist in the identification and prevention of fraudulent transactions.  The IHCF 
enables retailers to electronically check every card transaction for cards being used 
fraudulently.  
 
More than 60,000 retailers subscribe to this electronic file that distributes data on lost or stolen 
cards. When a card is swiped as part of a normal transaction it is automatically checked 
against the file. If the details given match those of a card on file an alert is given to the retailer.  
 
The file is provided to merchants by one of the Accredited Data Recipients (ADRs): 

• Retail Decisions  www.redplc.com  
• Fidelity Information Systems  www.fismerchantpayments.com   

Merchants who are interested in receiving the IHCF should approach the ADRs who will be 
able to assist with any enquiries and take forward requests. 
 
08.02 Identity Checking Systems 
Identity checking systems verify data provided by the customer against databases held. 
This enables the system to indicate the likelihood of the data being correct. Whilst each 
system essentially does the same thing, there are variations in the way in which the 
vetting is done, the databases used, the information needed and the way in which each 
search is reported back.  
 
09 Data sharing 
Merchants who are able to share information with other merchants who have been targeted by 
CNP fraud.  
 
10 THE FIN TOOL 
The FIN tool is the first of a new generation of counter fraud products which does not work by 
verifying data against third party information, but instead applies powerful analytics to 
determine whether suspicious activity or fraud is occurring. 
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HOW TO AVOID PROBLEMS WITH PAYMENT CARDS 
The following tips on how to minimise the risks. 
 

1. Analyse your fraud transactions to draw up a high risk matrix of the common factors and 
use this to identify transactions that should not be processed, or that you choose to 
make further enquiries about, before processing. 
 

2. Make sure you and your organisation are fully Payment Clearance Industry Data 
Storage Standard compliant.  

 

3. Train your staff to recognise and deal with fraud.  
 

4. Use third party counter fraud tools. 
 

5. Implement 3D secure for your systems. 
 

6. Consider Address Verification Service (AVS) and Card Security Code (CSC) 
 

7. Maintain records of fraud. 
 

8. Monitor accounts. 
 

9. Share data with other merchants. 
 

10. Consider using the industry Hot Card File. 
 

11. Consider the FIN tool as a method of sharing data and identifying fraud attacks. 
 

12. If you become a victim of fraud e-mail ‘action fraud’ www.actionfraud.org.uk  with the 
details and keep all of the evidence. 

 
 

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________ 

 
NOTE 
 
Other PROFiT business guidance notes include: 

1. Holiday Home Rentals 
2. E-Tickets 
3. Skiing Holidays 
4. Hajj & Umrah 


